Pure Chain Fcosystem

NELah. Co. Lid
Juine LF, 2123

1 IxTrRODUCTION

Pure Clain = a Blockebain ecosvatem that propases a stable strsctuve to manage the prevalent blockchain quad-lemma
iz of Decentralization, Secority, Scalability and Gas cost [1, 2], [§ is made ap of five integral components working in
comjnnction with each odher o provide sustainable and relinble solutions to the blockehain, The ecosystem consists of
twor enhancement slporithms and three blockehain networks, The enhancement slgorithms are Smart Auto Mining Flus
(SAM*) and Proof of Anthority and Association {PeA?), and the blockchain networks are NSL Laver 2 (NSL-L2),
MEL Lever 1 (NSL-CL1), and Angmented Lager 1 blockehsin. Figuare 1 shows the network and technology components
of the Pure Chein Ecosystem,

SAM T iz an wpgrade of the already existing SARM technology developed by XSLab[1, 1], 1t optimizes trapsaction mining
time and significantly reduces the energy required to power the network. The upgrade to S AM Y was implemented by
considering node capecity, block size and mining speed within a time frame to measure and wddress mining delay
The PoA? is an enhanced version of the already existing PoA. It ensures uninterrupted network eperation, even in
the event of miner downtime. This enables Fure Chain to provide s more seamless amd relisble blockchain network
NSL layer 2 ({NSL-L2) makes use of zero-knowledge {Ek)-Rollups technology together with SAM T and Ped? to
enhance blockebaln scalability and also o signifleantly rediece the gas cost for Blockehain operations. Tle Zk-Rollups
architecture wsed by NSL-L2 involves grouping transactions nto a cotapact representatbon called a “rollop™ which s
then sent to the hlockehaln network for valldation., Centralized Layer 20 This s a customlzed target purpose layer 2
which ia suitable for specific application areas. This & developed with hedusceial applications as its main feeus, Layer
1 : This = an upgrade of the existing blockchain laver | architecture. SAMT and Pod? are integeated into blockchain
layer 1 to improve eficiency and reliability.

Soame applications for the Pure Chain petworks have heen built while others are ongoing., These applications clule
Pure Walket, Pure Voting, Pure Media, Pure Trace, Pure World, Pure Medical, Pare Drone, Pure ATS, Pore Cromd-
sourcing., and Puase PIN.

Figure 1: Pure Chain Ecosyatem



2 PROOF OF AUTHORITY AKD ASSOCIATION [ Podd]

The purpose of PoA? & to nvestigate and improve the security, performance, and trustworthiness of a PoA blockchain
petwork. It proposes the introdoction of a stamdby validater in che petwork, whicl moaitors aml follows ap other
activitles of validators on the petwork, The network signers amtomatieally vote for the transfer of anthoeity. The
PoA? is proposed by introdecing an dle redundant signer associated with the network, which monitors and follows
up the signers’ activities on the network, aml n-turn identifies, removes aml replaces inactive validators |5, Signers
on the network sutomatically vote for the transfer of anthority to 8 new signer to replace the inactive one. The PoA
consensas methoed that will be implemented in this research is Cligue, Cligue can accept even & single validator, and
hence is snitable for even smaller private networks. Figure 2 shows the PeA? architecture,
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Figure 2: Proof of Authority amd Association { Ped®) Architectore

To dynamically add new signers and remove old ones, the protocol specifics s voting mechanizsm using the Geth method
bo authorize and reaunthorize signers. The storage copacity, computing power, bandwidth and elapsed block sealing
time are the conditions taken into account to select secondary sealers, Anthorization is immediately takon into action
if requested by more then hadf of the siguers, and the pew aceount cen begin signing blocks, Similarly, current signers
can also propose to deanthorize an invalid ‘dysfupctional node, Onee again, if balf + 1 signers deanthorize o signer,
that signer is immediately removed from the list, aod all future blocks created are rejocted. In Clique Pod, the signers
list i= arranged sequentially, The following assumptions are made to implement PoA? on the blockehain natwork:

& The identity of signer 8 verifled to malntain the ntegeity of the blockehain.
o Eligible nodde must bave their public key registered into the chain by a digital signatuee.

e Eligibde nodes ave considered active on a long-term commitment.

3 SMART AUTO MINING PLUS(SAMT) |4

Smart auto mining (SAM) is used for resource-efficient mining in s blockchain network, The SAM slgorithm stops the
miners when there are no pending transactions and starts the miner when there is ot least one transsction sent inte the
network, The miner listens to the network to identify when s transaction bas been made by a node, The model does
oot mesd oy instruction to stack mining when there i= o pending transaction, The implementation of SAM decrenases
mining sverhead by reducing the preduction of empty blocks in the network which saves energy, storage space, network
bandwidth, and computational complexity. Figure § represents the block disgram of the SAM® architecture,

SAM* s an upgrade of the existing BAM technology that optimizes the transgetion processing time, thos significantly
reducing the energy required to power the network, The upgrade to SAMT was implemented by considering the
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Figure 3: Architecture of the SAM* Model

storage requirements before mindng(ie. node capacity to ran SAM), sortlng transactions aceording to the size of sacl
transaction, amd compuating the percentage or specd For each mines withio a time-frame to measare and address mindog
delay.

4 NSL Laver 2 (NSL-L2)

MEL-L? makes nse of Z2k-Tollups technology [6, 7, “together with two core technologies developed by NSL: Smart
Auto Mining {SAM* ) and Proof of Authority Square, Pod?, SAM* technology optimizes transaction mining via an
on-and-off algorithm which significantly redwces the energy required to power the network, Ped? 5 a novel consensus
algorithm that ensures uninterropted network operation even in the event of miner downtime, Thos NSL-L2 does nod
only enhance blockehain sealsbility but also significantly reduces the gas cost for blockehain operations]d],

MEL-LE s broken wp inbo four major components: the Server Sequencer, Aggregator and prover, consensus oontract
and the bridge, The zkNode {sero-knowledge) is the software needed to o any zkEVM node, It is made up of
the server, aggregator and consensus algorithm. The skMNode architecture i modular in pature. 1t is & client thet
the network requires 1o implement Synchronization and govern the roles of the participants (Server,/Sequencers or
Agerepators) in NSL-LZ :kEVM [10, 11]. Participants decide to participate in the network either as a node to menage
the state of the network or to process amwd batch transactions in any of the two roles: Server(Sequencer | or Aggregator
and Prover.

I. Server/Sequencer: The server mannges smart contracts and on-chain operations, acoepts transactions, rolls
them inte batches to generate blocks and creates a witness wsed by the aggregator to genecate proofs.  Its
aperations are managed by four core components:

¢ Core bin: Commits new blocks and mansges transactions,
o APL-Serviee: Prowvides a feont end for the server for RPC HTTPS amd J50ON oplementations

¢ Sender Bervice: Finalizes blocks and forwards corresponding transections to the layer 1 smart contract,
o Witness Generator Service: Geonerates an input data called "witness", which = used to generate proofs.

2. Aggregator and Prover: The sgeregator agerepates sd coordinates proofz and the prover emplove ad-
vanced sero-knowledge techonology o perform complex mathematioal computations using SNARKS [Sucein
Mon-Tterative ARpoment of Koowledge) in order to geoerate proofs and validate batches |7, 12]

3. Consensus smart contract: NSL-L2 leverages a novel consensuz algorithm proof of authority square | Pod®)
to select validators and provide perisission to prodece bateles ina specific thoefranee. In this mechankin, thore
are o economle incentives, 2o the valldators are selected baded on strietly efficioney and privacy.

4. zkEVM Bridge: This is a Smart Contract that bets wsers transfer their sssets between layers one, L1 aod
twer, L2, The L1-L2 in zkEVM is a decentralized bridge for secure deposits and withdrawal of assets, It is
eombination of twe smart contracts, one deploved on one chain and the second on the other,



Table 1: Comparison of Layer 2 Technologles

L Withdrawal Required Privacy Throughput Gas Fees Cross-chaln
Technology Timse Trust Interoper-
ability
Vialldinm Tnstant High High Viery High Very Low N
withdrawal
Plasma T Days Medinm Medinm High Medium Yes
Optimistic 7 Days Medinm Medinm Medinm Lewwy Yes
Haollup
ZK Rollup Tnsrant Laww High High L Yes
withdzawal

The techuology used for NSL-L2 is Zk-Rollups as shown in Figures 4 and 5. It 8 a prominent technoology that
provides clear-cut advantages over its competifors (validium, plasma and optimistic mollups], It invelves processing
trapsactions into batches and grouping them into & compact represeptation ealled a "rollup”, This rollup i= then sent
to the blockehain network for validation, The zere-knowledge proof is used to prove the validity of the transactions
included in the rollup without revealing aoy of the transaction details, Thus, the blockehain petwork can validate the

rollup without the need to process cach transsction individually, reducing the load on the network and incressing its
scalability,

Layer-1
Fallup

lssrs +
Trarsaction

(_A_\
aaaa

Figure 4: K Rollup transactbon process o brief,
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Figure 5 NSL-Layer 2
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5 CENTRALIZED LAYER 2

The seal-centralized layer 2 consiats of three active levels: The Mainnet, the Smart Conteact. the JavaScript and the
IPFS. The svatem b= made ap of ‘participants’ who can joln by sending Ether 1o the smart contract wrltton o salidity.

« 7

Figure &; Centralized Layer 2

The zmart contract acts ad a beldge to the Mainnet which offers a level of seenrity to tle entire architectoee. Chce
i the svstene, participants can perform trangactions amongst each other at a mock faster and cheaper eate, using the
lnterface created at the JavaScript levell In opder to provide an estsa level of security and a feel for decentralization,
tset data at the JavaSeript level are deploved on the IPFS poet-to-peer protocol. In addition to the faster and cheaper
transfer of coing and date among=t participants, our centralized layer 2 also provides an interface for participants o
pild pew funetionalities and build upon them, This allows for & unigque and customized experience of the platform for
various participants, Figure 7 illustrates the How model of the Centralized Layer 2 expanded from Figure 6,
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i BLOCKCHAIN LAYERE | UPGRADE

Blockchain Layer 1

Figure & Blockehain Laver 1 Upgrade

This blockchain petwork B compatible with the Ethereum Yietual Machine (EWM). It B a laver 1 solitkon, b
incledes SAM* and Pod? models to enhance efficlency and reliability. The consensus protocol implemented is the
Cligue protoce], o proof of authoelty consensus mwechani=o implemented I Geth. 1t B oa peemissboned consensis
profocol which means only a set of re-approved validators can participate in block production. To participate in block
production, & validator must be verified by having their public key registerad in the chain with o digital signatire,
The PoA® model is & useful way to improve the scalability and efficiency of the conventional PoA network. Figure 8
illustrated the Blockehain layerl with the SAM* and Ped? associated with it, A staking smart contract will alse be
implemented to manesge the distribution of covptocurrency on the network, By including the staking smart contract,
users can receive the reward of eryptocurrency based on bow much and for bow long, This network sepacates the
governance of the metwork by authorized miners and the economics of investing in the network, The mining of blecks
is ot incentivised by block reward. The mining operation is in the hands of committed eotities whese integrity and
reputation heve been verified,
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Figure 1(: Pure Wallet Overview

T PuRe CHaly EcodvsTEM APPLICATIONS

The Pure Chatn Ecosystem o addition to providing sustainalde and reliabile solutions to the prevalent blockchain
challenges, alse provides a robust platform to min enstomized blockehain applications. Some of the target-specifie
applications desveloped by the NSL team and itegrated into the Pure Chain Ecosystem include Puee Wallet, Puve
Voting, Pure Media, Pure Traces, Pure World, Pure Medical, Puve Deone, Puare ATS, Pure Crowd-soureing, aml Pure
PIN.

7.1 Pure WatLer |I]

This work proposes an electvonie payment acchitecture named Pore Wallet (PW], which extemds the concept of
Blockchain cryptocurrency for offline transactions. The process is divided into theee steps. The first step requires
the u=e of an Tnternet connection, to convert coyptocurrency to a token at the token manager. The token manager
inktlates a transaction that vequives the information o the token to be complote. Then the offline tranzactions step is
prerformed between elecironie deviees like mobile plones through a secure Near Fleld Communication (NFC) or similar
techoology naing the token n the sender’s deviee. The financial valoe fn the foom of a token 2 ancevpiod by the sender
aned sent to the vecebver's deviee, ln the thivd step, the veceiver converts the recolved token into eryptocurrency in
the presence of an Internet connection by sending the information required to complote the transaction to the token
manager. The goal B to propose an electronie payroent. architecture utilizing Blockehain, which will cnalbile financial
transactions witheut instant connection to the Internet. The Blockehain lmplementation in this work wtilized an EWVA-
compatible smart contract. The result shows a successful transfer of value withont an instant Internet connection [1).
Figure & and 10 represeot the Pure Wallet system model and overview respectively.



7.2 PuUre Vormg |13

Pure YVoting is a blockehain-based e-voting system that securely lets voters cast their votes
without an Interpet connection. Figure 11 shows the logo for the intended commercial
version, This work proposes the use of blockchain for offfine voting by wsing the smart
» Bunt contract feature of the blockehain network, The process involves vober registration and
the peneration of offline tokens, which can be used to cast s vote in offlioe situstions, The
Otl ng generated offfine token and voting information are transmitted to s smart contract, whers
the votes are tallid, and pesulis are obstained. Purve Voting also allows for the sharing of
cast votes with other voters, who can then send the new token to the vote counters. Tn
cases where multiple voters snbmit the sanse vote, the system can kdentify apd count such
votes only once |13
The way the voting system 8 achieved s shown in Figare 12 below. The voter hoga in
using thelr private key o aceess the public key to get the offline token. Througls this informatbon, o step 4, the hash
gererator in the smart contract returns tlee offline token vsed for the voting. This token i8 made to be anobymaous and
teaceable. Throaegh this token, hs step 5b, the token san be sent to awother soter who will send thelr vote, as bebedly
tentloned before. & pure viting svstemn = able to glve anonymity and traceability o the voblog avstem while also
enabling the affline seenario. This makes the moedel suitable for both developed and developlog soclhetbes.

Figure 11: Pure Voting
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Figure 12: Pure Yoting System Architecture

7.3 Pure Mema |11]

Blockchain technology has been revolutionizing the music industry by epabling musicians to hove grester control over
their work apd profits, By elimineting intermediarics, artists can directly monetize their creations and maintaino more
ownerslibp over thelr lutellectual property. However, the rlse of decentralized nosic-sharing platfories has browght
new challenges, such as inereased pleated aondbo file distefbmstion. These platforms have become hubs for omaatborkzed
sharkng, with many waers uploading coparighted content withoot permission doe to the absence of andio copy detectlon
mechanizms, Thiz lssae has lad to a weed for efective measuves to prevent copyright nfringement and protect the
tlglts of musicians.
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Figure 2Z; Pure PIN Architecture

the petailers, manufactucers. suppliers, distributors, and warebounses ave all conoected together in the permkssioned
network. Channels can be created between participating entities based on thelr geographical locations to malotain
confidentialiiy. Any documents related to the transportation frelght can be stored o the decentralized stovage systems.
Each supplier and manufactwrer can have thelr external CAs in addition to the Fabrie CAs to nternally identifv their
team members,

B CONCLUSION

The Pure Chain Ecosystem encompasses the two efficiency models Proof of Authority and Association (PeA®) and
Smart Auto Mining Plus (8AM*}, and three Blockchain network modelss NSL Laver 2 (NSL-L2), NEL Centralized
Layer 2 (NBL-CL1), and Blockchain Layer 1 [ Avgmented Laver 1 blockchain}, The Ecosvstem provides specialized
solutions for Blockehain applications, and the priority of the application will determine the suitable nefwork in the
ecteystem to be used,

The roadmap to enhence these blockchsin techoologies i= alresdy ongoing, Properties of the petworks like the trans-
petion speed are expected o improve, Two consepsus algorithms Proof of Useful Work consensus and Deagonfly
comsensns are in the design stage. Folk delay, block size and block time adjustments will be considered in fature up-
grades of the network. The ecosystem applications will also continue {0 improve to extend their fanctionalities, Pure
Wallet will extend to an sll-in-ene pavment solution and Pure Media will extend to videos and other media copyright
protection. Other applications in the ecosvstem will be constantly evaluated for npgrade and pew applications will be
baeilt as well.
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Tor address this isaue, e lave developed an lnovative aodbo detection neod-
tle using percepiual bash-based techuology to generate & wobgue value for
each andbo file. Owe system, represented as HADES in [11] and has a logo as
ahown in Figure 13 detects potential infringemaents by matching chely perceg-
tual hash to those already pecorded o the database, [T the systenn dentifies a
copy, IE ejects i, preventing copyright infringensent. This approach ensuves
that only origlnal awdio fles are sharved on decentrealized music platforms,
asafeguarding musicians’ rights and vedocing the disteibution of aoaatlsorized
codttent, The propased model is illustrated in Figuee 11

Ohar system hns been rigorously tosted and effectively detects potential au-
dio copics in decentralived music-sharing platforms, Pure Medin is highly
practical and cfficient, making it o highly efective solution for combating
copyright infringement in the decentralized musie platform. This approach
not only protects the intellectual property rights of muosicians but slso pro-
vides availability for musicians to store their original music,

In conelusion, blockehmin technology hes been transformative for the music industry bot has also presented pow
challenges related to copyright infringement, Our innovative approach using perceptual hash-based technology provides
m onigue solution that ensures thet only origingl audio filkes are shared on decentralized music platforms, With its
proven effertiveness, Pure Medin offers a practical and efficient way to combat copyright infringement and protoct
mzicians’ rights in the music industry

Docentralied music plagiarism checkes

Figure 13- Pure Meadia loga

| [ Deieciion soisle | Soreaudinin || Eecord UALand madl’s |

Dulshine Fush b Biockrdain

Upioad audo o
] Py
Aaslic Ugthoaachar Gurraati b |—-: A _.@Em'

| 2 Decemiraleas Wik Plathim

Wlariacata Managemeni et e 1
i [ Pre—— .| % Blockchain Metwork |!

Figure 14: Pure Medin System Architecture

74 Pure TRaCE:S |L.'.|

The seafood supply chain has an immersive affection for cortain
netions with a high demand of feod snd economic needs from the
sep of & conntry with a big ses area to be xplored. The proposed
lightweight fish auction marketplace smart contract provides the
solution for the trapsparency and copsistent isswes azsociated with
' - : auction platforms. Also, traceability from the blockehain network
i i follows the benefits of smart conteact usage that solved the issue
fromm the seafood supply chain in general. The cost to felly funetion
the smart contract was relatively low on gas cost; therefore, fron
enery ee’s view, they all received the benefita from the blockehain
without bedipg buedened by the gas eost pequleed to do the teansaction. Figose 15 shows the logo oo owr published
mndel in |15
The comprebonsive aystem encompasacs all staged of the fislery amd aguaculture supply chadn, which conslsts of reg-
=tration, authentieicy verification, marketplace, and delivery phases. Within the marketplace, an anction mechanksim
serves a8 the primacy method for conductlng tramactions, The entitices Involved in Coral's ecosystem nchede fishernes

Figure 15 Puore Traces logo
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Figure 16; Pure Trace Systom Architecture

and barvesters, who act as the sources of the stock., Thelr authentlelty i verlfied by the Food and Drog Administeation
(FDAL The macketplace. known as Pure Trace, serves as the placforns for selling these prodects, and every transaction
that takes place s recorded on the blockehain network, osteated in Flgoee 16, Pure Trace facilitates nser rogistration,
enables sellers to list their fishery products, involves FDA authentication, and mansges the delivery process. All of
these interactions are meticulously recorded and can be traced on the blockehain network,

Pure Trace is the primary mapager of all transactions within the supply chain, including the suction marketplace, where
high transaction speed is essential. To enhance the trapsaction speed of Pure Trace, it will underge improvements in
terms of consensus and petwork configurations within the blockehain petwork, One configuration option is to utilize the
Proof of Usciul Works (PollW) copsensus, This technology integrates Artificial Intelligence (Al to analyze transaction
conditions and prioritize the most crucial opes, accelerating transection processing time, Moreover, implementing Pure
Trace on the Pure Chain network can be integrated with other functionalities, further expanding its capabilities,

7.5 PURE WoRLD [11]

Metaverse refers to & virtusl world thet is created by the convergenoe of virtual and physical realities. It provides an
immersive digital space that enables users to internct with each other and with digital objects in a three-dimensional
space [17]. These digital objects are replicas of physical objects, Pore World, formerly known as Creativie [16], i= &
cutting-edge metaverse platform that is desigoed to integrate & variety of solutions, Assets in the Pare World include
digital art and crvptocurrency, Ohwoership of these assets can be faciliteted using Blockehain technotopy. This will
enable nsers to have full control over their digitel assets. Thos, they can transfer ownership of their assets, sell them,
or u=e them in diverse applications, Chwoership of assets in the Pure Waorld is enforced by the use of NF5,

Metaverse-assisted Battery Management System [BMS): One of the primary use cases of Pure World = the
developiment of a Metaverse-aasisted Battery Management Svstern {BMS]. This svsteny utilizes the power of the Pure
World platform to provide real-time monitoring and management of battery svatems. By leveraging the Metaverse's
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ability to Integeate data from maltiple sourees, the system can offer a comprehensive view of battery performance
tnchuding the battery™s state of charge, state of bealth, and temperatuee. By leweraglog the Metaverse's apatial
coanputing capabilities, wsers can luteract with the BMS, simolate diffovent scenarios, and visonalkze the mesulis. Figuee
LT Mustrates the system architecture of the Metaverse-assisted BAS. 5o far, we have achieved the following for the
Metaverse-assisted Battery Management System:

1. Digitiziog Battery: We have been able to develop a digitsl battery theat can represent the true behavier of
Lithium-MMC batterles. This digical battery has been verified sith ceal-woekd battery data.

2. Al-based Battory State estimation: We bave been able o develop an Al solution for batiery state estimation
and iptegrate it into the digital ecosystem,

3. Visualizing Battery States; We have been able to achiove visuslization of the battery conditions in the fure
Warld platform,
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Figure 17; System Architecture for Metaverse-assisted BMS

7.5 Purg MEDICaL

This vesearch proposes a blockehain-bazed svatem to addvess the sspes of centralized medical data managensent and
provide patients with geeater conteol over thelr ealth information. The proposed system uses & smart contract fo
implement aceess control and ensuve that caly authonized hospitals can add medical informsation to the blockelain,
this ensuring the integrity and security of the meedical data. This appeoach allows patients to have divect access fo
thelr medical information and share it securely with healtheare providers, The proposed approasch has the poteatial o
tproaee the efficheney aml transparency of the healtheare system while malntaining the privacy and securlty of patien
data.

Mledical Data Storage: We have been-able to achieve medical data storage in a blockchain test network powered by
Etherenm wsing the smart contract, For pow, we can store medical information in the form of strings and integers in
i decentralized manner,

Patient-Centric Access Control; As medical data is wery sensitive, it i paramount to design the smart contract in such
woway that the patients give access to whomever they wish, This means that the health service provider that received
the aceess approval from the paticnt can make use of such data, This access can also be withdrawn by the patient if
the need be,

Figure 15 below depicts the system architecture of Pure Medical, From the figure, the health stakeholders (patient,
hospital amd health services) are all connected to the blockchain (decentralized ) network vsing mesh topology, Hence,
they can communicate with one snether and share medical information.
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Figure 13 Pure Medical System Architecture
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Figure 19: Schematies of Pure Drone

Fure Drone is an Al-driven and Blockehain-assisted drone defense system framework that i= designed to accelerate
secured drone operations and logistics by ensuring that the legitimacy of sny drooe in the airspace is validated through
guthentication, suthorizetion, and accountability before  scenario-specific incapacitation response is triggered, The
pure drone is a convergenee-based design that ufilizes a hybridization approach to developing a mobile tims-sensitive
mbgaloa-critical cyber-plvaical ayscem (CP5] that compliments the operational capacity of the existing legacy drone
defenze gpstem. The objectbve funetion of the pore deope framework 18 an optimal solution to masdmize secured
drone deployment through efficlent resource utilization and reliable data that 8 subject too thoe, trassparency. aod
trustworthiness provided by blockehain technology, Thus, the puare drone performs Gve (5] operations namely: (L)
Real-time detection and tracking of deones and atbached packages; [16] Beal-time legitimacy and harmful statos
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determination of the deone and the attached package; (1.} Realthme proximity and bouodary legality determination
of deones: (v, ) Real-thee deone anthenticatlon and package verification: (v.) Real-time scenavio-specific neatralization
response, Figure 19 highlights the schematie diagrmm of Puare Deane,

All the components that perform these operations ave fully fuectional and operational: VisloDect |5 DRONET |10
ALIEN |2]; and iBANDA. With Pure Drone, secure drone usage for recreational, logistics, and other purposes 14
guarantesd and Incessant repeisal atbacks via dreone are curtalled iF not completely annilkilated theseby fostering terri-
torial integeity against lnvasion from non-state actors.

7.8 Pure ATS [ A TRAFFIC SAFETY)

Pure ATS is a blockehain and machine learning-based drone teclhinology that offos a potential solution to driving
drowes in oa secwre manner. This & almed to develop a commercial application platform to deive drones ln a =afe
tanner. On this platform, as shown bn Flguee 20, drones will be registersd in a hlockehaln network. where the droze's
legal informatlon [according to the Federal Aviation Administration (FAAL], such as the operator license, alm of
the operation, threshold, atart longhinde, end longitude, start latitude, end latitude, operation thne, highest altitode
range, ete., needs 1o be provided. Dwclueg the operation, the deone activitbes will Be monitored through the Pure ATS
platform. IF any violation, such as delving over crowds of peaple, between other vehicles, over a public roadway, or
Aving at high altitudes b obaerved, the alporitho o Pove ATS can atop the violatbon and penalize the dieme operator.
With the aid of predictive Al technology, Pure ATS aafely manages an expanding drone fleet and identifies and resolves
i=aes before there is & problem in operation, Moreover, Pure ATS will also offer more advanced features, such as the
extimeted time to reach the destination, an optimal roadmap of the pathway, battery status, flect bevel, ete.
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Figure H: Concept of Pure ATS

758 PURE CROWD-S0URCING

Pure Crowd-sourcing refers to the ase of Pure Chalo to facilitate & decentralized and transparent process of obstainlag
contributbons oF services from a large group of dispersed parthbeipants, kuown as a erowd. For example, in smart traffic
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management, crowdsoussing can be wsed to collect traffic data o veal-tloe from osees” smartplones, vebleles, o GPS
deviees, See Figure 21, The pure crowd-sonrelng system mode] consists of four main fooctional voles or entitics,

. Publishers {alo.a., requesters): These are the system users who indtiate crowd-sourcing tasks [eg., data
collection. Image processing. content moderation. and so on) and deposic funds nto the smart contract on the
Pure Chain as a reward for completing tasks,

2. Workers: These are those who process the crowd-soureing tasks, aubanit the solutbons to the crowd-sourcing
ayatem and get the corresponding rewand if the solutlons ave valld.

3. Evaluators: They eogage in the solution sssessment, which can be other workers or the smart contract depeniding
om the type of task,

4. Pure crowd-sourcing Platform (PCP): PCP provides a stage for efficient, secure and seamless inferaction
hotween publishers, workers, and evaluators. All operations at various levels of the crowd-sourcing process are
executed using Pure Chain in s secure and efficient manner.,

Priire € gt dessiiircinigg

Fulilishier

Figure 21: Pure Crowdsourcing Svstem Model

7.000 Pune PIN (PUrRe-PHysicAL INTERNET NETWORK)

This work 13 a Hyperledger Fabebe-based architecture. It has a versatile plug-and-play design that provides privacy,
comsensa, aml membership services that make it kleal for bosiness use cases, Shoce it B a permbssionsd network, all
members maintain an identity that & aothenticated and authorkzed before wsing the network [21).

Fignre 22 showa the Hypesledger Fabrie architecture. It shows the different P pactlelpants connected to the network
along with the decentralized storage aystems, such as [PFS, Fllecodn, Sk, and Stor]. Each entity lo the network is
cotsidered as an organtzatbon. An ergankzatbon in Fabele 15 made ap of several peer nodes and an osdecing seeviee, Poer
tedes conld be committers or endorsers, Moreover, to ensure privacy and confidentiality o Fabric, the Membership
Serviee Provider (MESP) = available per organization (mansfactueer, retatler, supplior, distribator, and warehouse) that
cornmmianicates with a becal Fabrie Certificate Authority (CA) amd an external CAL A peer node has the chalooode, a
copy of the bedger, amd naes gosabp to dissemloate messages. Level DB and Coucls DB ave wsed for storage purposes.
Hyperledger Fabric follows the execnte-order-validate paradigm for bts transactions. A tmansactbon B osent to the
endorsers to gob enough signatures, Subsequently, it is seot to the orderer which creates blocks in which the transaction
sequence s maintained, Later on, the validator helps to walidate whether or not the transaction meets the predefined
endorsement policy, The core components of the Hyperledger Fabrie include Ledger, Chaineode, Peer Node, Channel,
Endorser, Committer, Endorsement Policy, Ordering Service, Gossip Protecol, and MSP [22], Fipure 22 shows how
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